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FIELD OF THE INVENTION 

The present invention relates to servers connected to networks, and in 
particular, the invention relates to servers supplying documents to networks. 

BACKGROUND OF THE INVENTION 

It is known to provide network systems that include client computer systems 
and server computer systems. In a client/server architecture, the client computer 
system (e.g., a personal computer, work station, or other type of data processing 
device) is a requesting device and the server computer system is a supplying device, 
and both are connected via an appropriate communication network. In other words, 
the client computer system sends a request to the server computer system, and the 
server computer system processes this request, in order to output an appropriate 
response to the client computer system. A computer system acting as a server 
computer system in one instance may act as a client computer system in another, 
i.e. while in the one instance providing responses to requests (acting as a server 
computer system), a computer system may in another instance itself issue requests 
to another computer system (act as a client computer system). 

The client/server architecture is widely used in a variety of computer 
networks, such as Local Area Networks (LAN), Metropolitan Area Networks (MAN), 
or Wide Area Networks (WAN). Another example of such a network is the Internet or 
the World Wide Web, where client computer systems send requests for documents, 
e.g. web pages, to server computer systems, which accordingly respond by sending 
the requested documents. 



Fig. 1 depicts a schematic block diagram of an example network 2, to which a 
server computer system 70 and a client computer system 80 are connected. Only 
one client computer system and one server computer system are shown for 
simplicity, however, in a typical network, a large number of server computer systems 
will be connected to a large number of client computer systems. The client computer 
system can be any kind of suitable device having the capability of sending requests 
and receiving documents in response, such as a personal computer, a mobile 
telephone, or a personal digital assistant. As shown in Fig. 1, the server computer 
system typically comprises an operating system 71 and a server program 72 stored 
in a memory 70a, where the server program 72 contains a program logic for 
providing the server functionality, i.e. the functionality to appropriately respond to 
requests received from client computer systems. 

As shown in Fig. 1 , it is also known to provide so-called servlets 73 in a server 
computer system, where servlets are server-side applications that also provide some 
of the server computer system functionality. Examples of server programs used in 
the context of the Internet are Netscape and Apache. Servlets can, for example, be 
embodied as JAVA® servlets. In general, the server computer system functionality 
is provided by an appropriate combination of one or more server programs 72 and 
one or more servlets 73. Sun, Sun Microsystems, the Sun logo and JAVA are 
trademarks or registered trademarks of Sun Microsystems, Inc. in the United States 
and other countries. All other company and product names may be trademarks of 
their respective companies. 

The term "server" in the context of the present application shall be used to 
refer to any appropriate combination of hardware (such as the server computer 
system 70) and software (such as the server program 72 and servlets 73) that 
provides the described server computer system functionality. 

The server computer system 70 further comprises a storage medium 74, such 
as a hard disk drive, which stores documents 75 and document elements 76. The 
server outputs documents in response to requests, where the documents are 
retrieved from the storage medium or generated from documents elements 76 by 
appropriate procedures. 

Fig. 1 also depicts a functional structure of the client computer system 80, 
which also comprises an operating system 81 , and an appropriate client program 82 
arranged to interact with the server program 72 and servlets 73 provided on the 



server computer system 70. An example of a client program is a network browser, 
such as an Internet browser. 

As shown in Fig. 1 by the arrows, the client computer system 80, or more 
specifically the client program 82, outputs a request 201 to the server (e.g. a request 
5 for a web page). The server outputs an appropriate response 202 (e.g. the 
requested web page) to the client computer system. The network 2 and server are 
organized such that the server outputs specific documents, in response to requests 
from the client computer system, with the help of network addresses. In other words, 
a network address specifies or identifies a specific document on a specific server, 
10 such that a request containing such an address will result in the server outputting the 
corresponding document. 

In principle, network addresses may have any appropriate structure. 
q Typically, they have a structure as depicted in Fig. 2a, namely a first part 61 that 

S identifies a server, and a second part 62 that identifies a specific document to be 

01: 15 output by the server identified in the first part 61 . It may be noted that Fig. 2a is a 
jjjj, schematic representation of the logical structure of a network address, as it is 
01 possible that the physical elements of the network address (e.g. specific symbols) 

jM> are mixed between the first part 61 and the second part 62, but identifiable by 

12 appropriate procedures. It is also possible that a network address has a physical 

20 form as shown in Fig. 2a, namely a first part 61 of contiguous symbols, and a second 
p. part 62 of contiguous symbols. An example of a network address having such a 

format is a URL (Uniform Resource Locator), which will be described in more detail 
below. 

Routing elements (not shown) in the network 2 that forward the request from 
25 the client computer system 80 to the server computer system 70 typically consider 
the first part 61 identifying the server, to thereby transport the request to the 
appropriate server, while the server then identifies the document to be output by 
referring to the second part 62. The second part 62 can be generated in accordance 
with any appropriate coding scheme, but will have a hierarchical structure, where the 
30 hierarchical structure of the second part 62 is a reflection of the hierarchical storage 
of the filing structure in the storage medium 74 provided in the server computer 
system 70 identified by the first part 61 . 

An example of such a network address is the Uniform Resource Locator 
(URL) in the Internet. An example of a hypothetical URL is as follows: 

3 



http://www.examplexom/directory1/subdirectory1_2/exampledocument.html 

In the sample URL, the first portion up to the two slashes (i.e. "http:") indicates 
the protocol of the server to be accessed. The portion following up to the next slash 
("www.example.com") is a domain name that identifies a server. The following 
portions ("directoryl", "subdirectory1_2") indicate a directory and subdirectory on that 
server. The final portion indicates a specific document name 
("exampledocument.html"), which document is located in the subdirectory. The 
slashes ("/") serve as delimiters for distinguishing between different portions and 
sub-portions of the URL. 

With respect to the above-described first part 61 and second part 62, the 
portion "http://www.example.com" of the URL therefore corresponds to first part 61, 
and the remaining portion of the URL corresponds to second part 62. 

It is noted that the above example is illustrative, as there is a large number of 
different protocols that can be indicated in the prefix besides the illustrated hypertext 
transport protocol (http), and there is also a wide variety of possibilities for forming 
domain names, e.g. with alternative extensions such as .org and .gov. 

Also, one server computer system may be a host to a plurality of domains, 
such that a plurality of domain names leads to a single server computer. It is also 
possible that a domain name leads to a gateway server, where the gateway server is 
a bridge from the illustrated network 2 to another second network (not shown) 
containing a plurality of servers associated with the second, distinct network. In this 
case, the first part 61 , which leads to a specific server containing documents, will be 
longer than the domain name, and be specified by further addressing information. 

A document output by a server can be a collection and combination of data 
elements, which will depend on the specific nature and purpose of the client/server 
network. For example, the World Wide Web, which operates on the Internet, is a 
system that operates with requesting and sending web pages, i.e. pages that contain 
text, pictures, and other data elements. Among such other data elements are 
hyperlinks, which are links to other web pages. A hyperlink comprises a specific 
URL (as an address or identifier of a specific web page), and if a user of the client 
computer system appropriately operates the client program (e.g. a web browser), 
then the client computer system sends out a request for obtaining the web page 



identified by the address comprised in the operated hyperlink. A hyperlink will 
typically appear in a highlighted fashion on a video display of the client computer 
system running the browser, or appear as an icon indicating a link. By clicking onto 
the icon or highlighted indication, the user invokes a process in the browser for 
5 requesting a web page having the address indicated by the hyperlink. 

The purpose of hyperlinks is to simplify the use of computer systems for users 
of client programs such as browsers. Hyperlinks are well known in the art and need 
not be described in further detail here. 

The embedding of hyperlinks into web pages, which may be created in 
10 accordance with a plurality of markup languages, such as HyperText Markup 
Language (HTML), Standard Generalized Markup Language (SGML), and 
Extensible Markup Language (XML), is described as an example. It is possible to 
pj insert addresses as link elements into any appropriate documents output by servers 

in a client/server network in which servers output documents in response to requests 
if! 15 containing network addresses that identify documents. 
J It is desirable to provide an improved client/server network system. 

L SUMMARY OF THE INVENTION 

r: Methods, systems, and articles of manufacture consistent with the present 

%0 20 invention provide for amending a network address that is within a document provided 

pi 

u, by a server to include additional information. In an example, the network address 

can be a URL and the document can be web page. When a client requests the 
server, such as a web server, to output the web page, the server amends the URL 
within the web page to include additional information. The additional information can 
25 be, for example, a time stamp, a counter value, a random number, or a server 
identifier. The amended network address, thus provides enhanced information that 
can then be used by the user. In the above-described example, if the URL is 
amended with a time stamp, the client can determine whether the retrieved web 
page is the most recent version. 
30 This also provides a greater amount of control in the network. For example, in 

the above-described example, if the client sends another request for the web page 
using the amended URL that was in the web page, the server can determine whether 
the web page has been modified since the time stamp was amended to the URL. If 
the web page has been modified, then the server can output the modified web page. 
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In addition to web pages, the server can output other types of documents, 
such as, for example, text documents, spreadsheet documents, image documents, 
and sound files. 

In accordance with methods consistent with the present invention, a method 
5 in a data processing system for sending a document with a network address to a 
recipient is provided. The method comprises the steps of: determining to send the 
document to the recipient; incorporating a timer value into the network address; and 
sending the document with the incorporated network address to the recipient. 

In accordance with methods consistent with the present invention, a method 
10 in a data processing system comprising a web server having a web page with a URL 
is provided. The method comprises the steps performed by the web server of: 
receiving a request to download the web page to a client; determining whether the 
£ web page has been updated; when the web page has been updated, incorporating a 

S time stamp into the URL of the web page; and downloading the web page with the 

U1 15 URL incorporated with the time stamp to the client to satisfy the request; and when 
ijl the web page has not been updated, downloading the web page to the client to 

m 

* satisfy the request. 

M In accordance with articles of manufacture consistent with the present 

p! invention, a computer-readable medium containing instructions that cause a data 

:£ 20 processing system to perform a method for sending a document with a network 

u 

M address to a recipient is provided. The method comprises the steps of: determining 

to send the document to the recipient; incorporating a timer value into the network 
address; and sending the document with the incorporated network address to the 
recipient. 

25 In accordance with articles of manufacture consistent with the present 

invention, a computer-readable medium is provided. The computer-readable 
medium containing instructions that cause a data processing system comprising a 
web server having a web page with a URL to perform a method comprising the steps 
performed by the web server of: receiving a request to download the web page to a 

30 client; determining whether the web page has been updated; when the web page 
has been updated, incorporating a time stamp into the URL of the web page; and 
downloading the web page with the URL incorporated with the time stamp to the 
client to satisfy the request; and when the web page has not been updated, 
downloading the web page to the client to satisfy the request. 
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In accordance with systems consistent with the present invention, a data 
processing system is provided. The data processing system comprises: a secondary 
storage device having a stored document with a network address; a memory 
comprising a computer program that determines to send the document to a recipient, 
5 incorporates a timer value into the network address, and sends the document with 
the incorporated network address to the recipient; and a processing unit that runs the 
computer program. 

In accordance with systems, a data processing system is provided. The data 
processing system comprises a web server having: a secondary storage device 
10 having a stored web page with a URL; a memory comprising a computer program 
that receives a request to download the web page to a client, determines whether 
yr, the web page has been updated, when the web page has been updated, 
5. incorporates a time stamp into the URL of the web page and downloads the web 
TU: page with the URL incorporated with the time stamp to the client to satisfy the 

u 15 request, and when the web page has not been updated, downloads the web page to 
J? the client to satisfy the request; and a processing unit that runs the computer 

a program. 

I=y In accordance with systems consistent with the present invention, a data 

^ processing system for sending a document with a network address to a recipient is 

O 20 provided. The data processing system comprises: means for determining to send 

La 

the document to the recipient; means for incorporating a timer value into the network 
address; and means for sending the document with the incorporated network 
address to the recipient. 

In accordance with systems consistent with the present invention, a data 

25 processing system is provided. The data processing system comprises a web server 
having a web page with a URL, the web server having: means for receiving a 
request to download the web page to a client; means for determining whether the 
web page has been updated; means for incorporating a time stamp into the URL of 
the web page, when the web page has been updated; means for downloading the 

30 web page with the URL incorporated with the time stamp to the client to satisfy the 
request, when the web page has been updated; and means for downloading the web 
page to the client to satisfy the request, when the web page has not been updated. 

In accordance with articles of manufacture consistent with the present 
invention, a computer-readable memory device encoded with a data structure and a 
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program that accesses the data structure is provided. The program is encoded in 
the computer-readable memory device and run by a processor in a system. The 
data structure has a plurality of entries, each entry comprising: a network address 
that is contained in a document, wherein the program incorporates a time stamp into 
5 the network address before sending the document to a recipient. 

The above-mentioned and other features, utilities, and advantages of the 
invention will become apparent from the following detailed description of the 
preferred embodiments of the invention together with the accompanying drawings. 

Other systems, methods, features, and advantages of the invention will 
10 become apparent to one with skill in the art upon examination of the following figures 
and detailed description. It is intended that all such additional systems, methods, 
features, and advantages be included within this description, be within the scope of 
the invention, and be protected by the accompanying drawings. 

Q 

yj 15 BRIEF DESCRIPTION OF THE DRAWINGS 

jfj The accompanying drawings, which are incorporated in and constitute a part 

SI of this specification, illustrate an implementation of the invention and, together with 

jj the description, serve to explain the advantages and principles of the invention. In 

the drawings, 

20 Fig. 1 depicts a block diagram of a network containing a server computer 

system and a client computer system; 

Figs. 2a-2h depict block diagrams of address structures, in accordance with 
methods, systems, and articles of manufacture consistent with the present invention; 
Fig. 3 depicts a block diagram of a client-server based data processing 
25 system with which embodiments of the present invention may be implemented; 

Fig. 4 depicts a block diagram of a server computer system with which 
embodiments of the present invention may be implemented; 

Fig. 5 depicts a block diagram of a data structure with which embodiments of 
the present invention may be implemented; 
30 Fig. 6 depicts a block diagram of a server computer system connected to a 

network, in accordance with methods, systems, and articles of manufacture 
consistent with the present invention; 
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Fig. 7 depicts a schematic example of amending a network address with 
different address supplements, in accordance with methods, systems, and articles of 
manufacture consistent with the present invention; 

Fig. 8 depicts a flow diagram illustrating the steps of outputting a document, in 
5 accordance with an embodiment of the present invention; 

Fig. 9 depicts a flow diagram illustrating the steps of outputting a document, in 
accordance with another embodiment of the present invention; 

Fig. 10 depicts a flow diagram illustrating the steps of outputting a document, 
in accordance with yet another embodiment of the present invention; 
10 Figs. 11a-11c depict flow diagrams illustrating the steps of amending a 

network address with an address supplement in accordance with embodiments 
consistent with the present invention; and 
q Figs 12a-12c depict a flow diagram illustrating an application of methods, 

systems, and articles of manufacture consistent with the present invention to a web 

IU 

01 15 server for providing web pages identified by URLs. 

m 

W DETAILED DESCRIPTION OF THE INVENTION 

Reference will now be made in detail to an implementation consistent with the 
present invention as illustrated in the accompanying drawings. Wherever possible, 
20 the same reference numbers will be used throughout the drawings and the following 
description to refer to the same or like parts. 

Methods, systems, and articles of manufacture consistent with the present 
invention provide for amending a network address that is within a document provided 
by a server to include additional information. As described above in an example, the 
25 server can be a web server that provides a web page (i.e. the document) to a client. 
The web page contains a network address, which is a URL. When the client 
requests the server to output the web page, the server amends the URL within the 
web page to include additional information. The additional information can be, for 
example, a time stamp, a counter value, a random number, or a server identifier. 
30 The amended network address, thus provides enhanced information that can then 
be used by the user and the server. 

Fig. 3 depicts a block diagram of a client-server based data processing 
system 300 with which methods, systems, and articles of manufacture consistent 
with the present invention may be implemented. A server computer system 310 and 

9 
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a client computer system 320 are each connected to a network 330, such as a Local 
Area Network, Wide Area Network, or the Internet. 

Fig. 4 depicts, in more detail, a block diagram of server computer system 310 
of Fig. 3. Server computer system 310 comprises a central processing unit (CPU) 
5 410, an input output I/O unit 420, a memory 430, a secondary storage device 440, 
and a video display 450. Server computer system 310 may further comprise 
standard input devices such as a keyboard 460, a mouse 470 or a speech 
processing means (not illustrated). 

Memory 430 contains a document providing program 480 and an address 
10 amending program 482. Document providing program 480 provides documents that 
are on stored in secondary storage 440, where the documents are identified by 
network addresses. A sample document 484 is depicted in secondary storage 440 
q and will be described in more detail below. Address amending program 482 

5 identifies specific network addresses that are included in documents (e.g. document 

U1 15 484) to be output by server 310 or are to be included in documents to be output, and 
gi amends such specific network addresses with an address supplement, if a 

predetermined condition is fulfilled. The predetermined condition may be single 
jf requirement or a plurality of requirements. 

ji Document providing program 480 and address amending program 482 may 

|j 20 comprise or may be included in one or more code sections containing instructions for 
H performing their respective operations. While these programs are described as 

being implemented as software, the present implementation may be implemented as 
a combination of hardware and software or hardware alone. Also, one of skill in the 
art will appreciate that these programs may comprise or may be included in a data 
25 processing device, which may be a server, communicating with the server computer 
system 310. Document providing program 480 and address amending program 482 
will be described in more detail below. 

Address amending program 482 includes a data structure 490 having entries 
reflecting network addresses that are included in documents. Fig. 5 depicts a more 
30 detailed diagram of data structure 490. The sample data structure 490 that is 
depicted in Fig. 5 represents a network address. Data structure 490 comprises an 
original network address part 510 and an address supplement part 520, which is 
added by address amending program 482. As will be described in more detail 
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below, address amending program 482 can amend additional parts to original 
network address part 510. 

Although aspects of one implementation are depicted as being stored in 
memory, one skilled in the art will appreciate that all or part of systems and methods 

5 consistent with the present invention may be stored on or read from other computer- 
readable media, such as secondary storage devices, like hard disks, floppy disks, 
and CD-ROM; a carrier wave received from a network such as the Internet; or other 
forms of ROM or RAM either currently known or later developed. Further, although 
specific components of client-server based data processing system 300 have been 

10 described, one skilled in the art will appreciate that a data processing system 
suitable for use with methods, systems, and articles of manufacture consistent with 
the present invention may contain additional or different components. 

Further, server computer system 310 can comprise a plurality of servers 
connected via , for example, a network, the servers outputting documents that are 

15 identified by network addresses. 

Referring back to Fig. 4, the described implementation of server computer 
system 310 includes a combination of hardware and software but the present 
implementation may be implemented as hardware alone or software alone. 
Additionally, server computer system 310 comprises one or more server programs 

20 486 and one or more servlets 488, such as those described above. Document 
providing program 480 can, for example, be an appropriate code section in a 
program or code sections in a plurality of programs, where document providing 
program 480 calls up documents 484 stored in secondary storage 440, or comprises 
routines for generating documents on the basis of document elements 442 stored in 

25 secondary storage 440. In any case, server computer system 310 identifies 
documents to be output by network addresses. Therefore, the server computer 
system has a record of addresses 492 associated with the server in memory 430, 
and a means, such as a table, for identifying which document belongs to which 
address. 

30 For example, if the server computer system is a web server, then documents 

to be output by the server computer system are identified by URLs, where the URLs 
have the above-mentioned hierarchical structure that reflects a hierarchical file 
structure, such that each URL indicates a specific path in a file structure stored in 
secondary storage 440 to a specific document to be output. The document can be, 
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for example, a web page. The document can be any type of document, such as a 
text document, picture document, sound document, spread sheet document, or any 
other type or combination of document. 

In an illustrative example, the server computer system may be a web server 

5 arranged to output documents that are web pages containing hyperlinks. Address 
amending program 482 may be arranged to identify if a network address (such as a 
URL) is part of a hyperlink, and to determine if the network address fulfills some 
supplementary condition, e.g. whether it is an address identifying a web page in the 
server computer system, or whether it is an address identifying a web page that 

10 belongs to a predetermined subgroup of web pages in the server computer system. 

If address amending program 482 determines that one or more network 
addresses in the document fulfill the condition, then address amending program 482 

*"* amends the one or more addresses, and outputs the document with the amended 

o 

O addresses. This is shown schematically in Fig. 6, where a document 611 provided 

in 15 by the document providing program 480 contains two network addresses a1 and a2. 

M In the example shown in Fig. 6, it is assumed that one of the network addresses (a2) 

01: fulfils the condition, and thus the address amending program 482 amends network 
address a2 to become an amended address a2*. The other network address (a1) 

W remains unchanged. Consequently, address amending program 482 outputs a 

Mr 

y3 20 revised document 612 containing network address a1 and amended address a2*. 

The amended address a2* is derived from network address a2, but also contains an 
address supplement generated locally by the address amending program 482 in the 
server computer system. Examples of this shall be explained in more detail below. 
The address amending program 482 outputs revised document 612 to network 330 
25 in response to a request 601 from a client computer system via the network 330. 
The request typically identifies a document to be output and also identifies the 
requestor (i.e. the client computer system), such that the server computer system 
can send a reply to the requestor. Therefore, the server computer system sends 
revised document 612 to the requestor via network 330. 
30 Although a document sent out by a server computer system will typically be 

output in response to a request, this is not always the case. Rather, it is also 
possible that a server computer system will output documents in response to an 
internal procedure, without having received a specific request for such a document. 
For example, if the network comprises a mailing functionality, it is possible that the 
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server computer system is a mailing hub, which sends out documents to a large 
number of users/clients, without any of these users/clients having requested such a 
document. 

As already mentioned, the documents to be output by the server computer 
5 system are identified by network addresses. In other words, document providing 
program 480 has the functionality to identify a document on the basis of the network 
address contained in the document, and to provide the identified document. Address 
amending program 482 is able to distinguish between network addresses and 
amended addresses in a received request. If an address is an amended address, 
10 then address amending program 482 removes the address supplement (i.e. discards 
the address supplement if it has served its purpose, or processes the address 
supplement further if it contains information of interest) to thereby derive the 
underlying network address, and then passes the network address to document 
providing program 480. The advantage of this arrangement is document providing 
program 480 need not be changed in any way. Consequently, address amending 
program 480 then additionally performs a type of filter function, namely to filter out 
address supplements from amended addresses it receives in requests. 

On the other hand, such a structure may not necessary, as document 
providing program 480 may also contain the functionality of being able to identify 
Q 20 documents on the basis of amended addresses, e.g. by itself having the capability of 
removing address supplements from received addresses. 

In an example, the network addresses can be associated with link elements in 
documents and the server computer system amends the network addresses. 
Therefore, at least a part of the condition that leads to network addresses being 
amended by address amending program 482 is that a network address is contained 
in a link element. Link elements in documents are such elements that have a format 
so that a client computer system receiving the document may generate a request 
containing the network address associated with the link element. An example of 
such a link element is the well known hyperlink used in Web pages. A user of the 
client computer system can then request a web page belonging to the hyperlink by 
simply activating such a hyperlink, e.g. via a mouse click. 

In this way, methods, systems, and articles of manufacture consistent with the 
present invention provide a further degree of freedom in the context of such 
client/server networks in which documents are identified by network addresses, 
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because the individual server can introduce its own supplement into network 
addresses, which can provide numerous advantages, depending on the specific 
purpose and application. 

For example, the address supplement can be used for identification purposes. 
5 Namely, the address supplement can be an identifier of the server computer system 
performing the amendment, or can be an identifier of the web page in which the 
amended address is contained. In this case, a server computer system receiving an 
amended address can identify the document being requested, and also identify from 
which server computer system the web page came in which the amended address 
10 was contained, or in which web page the amended address was contained. This can 
be useful for statistical purposes and for monitoring user behavior, as well as traffic 
behavior on the network, without having to directly monitor the network. 
£ If the address supplement is used as an identifier, then typically the same 

S address supplement will be used to identify the same entity. For example, if the 

i| 15 address supplement serves to identify the server computer system performing the 
K amendment, then address supplements added to network addresses by a given 

^ server computer system will be the same. Also, if the address supplement is to 

U identify the document in which the amended address is contained, then the address 

[: amending program amends a network address with the same address supplement 

£ 20 when a network address in that document is amended. 

r: The predetermined condition that leads to a network address being amended 

or not depends on the purpose of the amendment. For example, in the above 
mentioned case where the address supplement serves to identify the server 
computer system performing the amendment, the predetermined condition will, for 

25 example, be the determination of whether the network address in the document 
belongs to a link element. Namely, address amending program 482 will amend 
network addresses in link elements by inserting its address supplements for 
identification. In this way, if the link element is actuated by a user/client, then a 
server computer system receiving the corresponding request can determine whether 

30 the request was generated on the basis of a link element in a document output by 
the server computer system that inserted its identifying address supplement. 

The address supplement can also be used for making different amended 
addresses that are included in documents that follow one another, so that these 
subsequent amended addresses are distinguishable, even though the subsequent 

14 
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amended addresses are derived from a same network address. This is explained in 
more detail with reference to Fig. 7. In the upper part of Fig. 7, at a point in time t1 , 
address amending program 482 processes a document 701 containing a network 
address 702, where the network address 702 fulfills a predetermined condition, such 
that address amending program 482 outputs a revised document 703 containing an 
amended address 702'. The bottom part of Fig. 7 depicts a point in time t2, where t2 
is later than t1 , and address amending program 482 is to output a document 704 
containing the same network address 702. In this case, address amending program 
482 again performs an amendment, but the amendment is done with a different 
address supplement, such that address amending program 482 outputs a revised 
document 705 containing an amended address 702" that is different than the 
previous amended address 702'. Document 701 may be the same document as 
document 704, or it may be a different document. 

Using the address supplement in such a way is useful in networks employing 
clients that have a caching function. An example of a client program having such a 
caching function are network browsers, such as browsers used for navigating in the 
Internet. Namely, such client programs typically store received documents in a 
cache directory, such that if a user of the client program would like to have a specific 
document, the client program does not immediately send a request to the 
appropriate server, but rather checks if the desired document is already stored in the 
cache directory. This is typically accomplished by keeping a record of all the 
addresses of the documents stored in the cache directory. Consequently, upon the 
user's action of requesting a specific document (e.g. by clicking a link element that is 
associated with a given address), the client program will check the record of cached 
documents by comparing the address of the desired document with the addresses of 
the cached documents. Typically, the addresses of the cached documents are kept 
in a separate table or record. If the client program determines a match between the 
desired address and a cached address, then the document is retrieved from the 
cache, and no request is sent to the server computer system. The purpose of such a 
functionality is to provide the user with a quicker response, and to avoid unnecessary 
network traffic. 

In a typical system that uses the above-described caching function, when a 
document is updated on the server, it can happen that a client will desire a specific 
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document but will receive an old version of the document from its local cache, 
instead of an up-to-date document from the server computer system. 

Mechanisms are known for adjusting a client program (such as a browser) in 
such a way that either no caching takes place, or specific documents contain a mark 
telling the client program that this specific document should always be requested 
from the server computer system. Such mechanisms, however, work if the client 
program is appropriately adjusted, which can not be influenced by the server 
computer system. Methods, systems, and articles of manufacture consistent with 
the present invention provide a simple and effective mechanism for avoiding the 
above described problems. Namely, since address amending program 482 can 
provide different amended addresses in documents output subsequently to one 
another (where these documents may be different, i.e. may be identified by different 
network addresses, or be the same, i.e. identified by the same network address), the 
client program will never achieve a match with respect to cached documents, 
regardless of how the caching procedure is specifically implemented. According to 
one possibility, the client program keeps a record of the network addresses 
associated with received documents. In this case there will never be any match, as 
the amended addresses will be different from the network addresses for the same 
document. According to a second possibility, the client program keeps a record of 
cached documents on the basis of the address used for requesting said document. 
In this case, if the cached document was requested using an amended address 
contained in some other document (e.g. a hyperlink), then a subsequent document 
containing an amended address referring to the same original network address will 
be different from the recorded address at the client program, as explained in 
connection with Fig. 9. Consequently, there will again be no match. 

Thus, regardless of a caching function being enabled or not, and regardless of 
the implementation of the caching function, the client program will request a 
document from the server computer system if the user actuates an amended 
address, such that it is possible to always provide the user with an up to date 
document. Methods, systems, and articles of manufacture consistent with the 
present invention thereby provide a simple mechanism according to which a server 
computer system can influence the behavior of a client program, such as a network 
browser, without directly having to perform any adjustments in the client program. 
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As noted earlier, the predetermined condition that a network address must 
fulfill in order to be amended depends on the specific application. Predetermined 
conditions can, for example, be that the network address is a part of a link element 
and that the network address identifies a specific document that is intended to be 
regularly updated. Therefore, an example implementation for performing the 
determination regarding the predetermined condition could comprise keeping a table 
494 in memory 430, where table 494 identifies a group of documents to be provided 
by the server computer system. The group of documents in table 494 are the 
documents that are changed regularly, such that any client/user should request such 
a document from the server computer system, in order to receive a most up-to-date 
version. 

Address amending program 482 can generate a variable address supplement 
on the basis of a variable data element. There are various possibilities for 
generating a variable data element for this purpose. For example, such a variable 
data element can be a counter value, where address amending program 482 uses a 
counter to count the events of amending addresses in documents that it outputs. In 
other words, address amending program 482 increments the counter value each 
time that an amended address is included in a document being output. Then 
address amending program 482 calculates the address supplement from the current 
counter value. Address amending program 482 determines an address amendment 
from the counter value such that different counter values lead to different address 
amendments. For example, address amending program 482 can use the counter 
value itself as an address amendment. 

If the server computer system is arranged to conduct individual user sessions 
for individual users accessing services, then the server computer system can be 
arranged to keep individual counter values for each individual user, such that 
address amending program 482 uses the user counter value associated with a user 
requesting a document as a basis for generating address supplements for amending 
network addresses in documents to be sent to the user associated with that user 
counter value. Address amending program 482 can reset the user counter value to 
a predetermined value, such as 0, at the beginning of each user session. 

Address amending program 482 can alternatively generate an address 
supplement using a timer value as a basis. In this case, address amending program 
482 can use an internal clock of, for example, the server computer system as a basis 
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for generating an address supplement that has the feature of being different for 
subsequent amended addresses relating to the same network address. For 
example, address amending program 482 can use the internal clock timer value itself 
as an address supplement. Such an internal clock timer value will typically be a 
5 multiple of a basic time unit, such as a millisecond, with the multiple identifying a 
time span from a predetermined starting date, such as January 1, 1970, to the 
momentary point in time. If the use of such a value by address amending program 
482 is impractical, e.g. due to the size of the value, it is possible for address 
amending program 482 to derive an address supplement as a time dependent 
10 increment, in which case, address amending program 482 divides the timer value by 
a number of time units corresponding to a predetermined period of time (e.g. the 
number of milliseconds corresponding to one week), and then uses an integer 
b remainder value as an address supplement. In other words, address amending 

ffi program 482 conducts a modulo operation. The use of a time increment entails the 

W 15 possibility that two subsequent address supplements might be identical, but if the 
CTi period of time associated with the increment (e.g. one week, as mentioned above) is 

not too short, then the chance of such an event occurring is very small. Also, even if 
H identical address supplements appear from time to time, this does not reduce the 

M basic effect and usefulness of methods, systems, and articles of manufacture 

Si 20 consistent with the present invention. 

H Further, address amending program 482 can incorporate additional 

information with the timer value or counter value address supplement. For example, 
address amending program 482 can incorporate a random number along with the 
timer value. Further, address amending program 482 can select a random number 
25 that has a value proportional to when the random number is generated. In other 
words, later generated random numbers will have greater values that earlier 
generated random number. 

The random number can, further, be based on a larger value 

Although the above-described embodiments used a counter value or a timer 
30 value as a basis for generating distinguishable address supplements, one of skill in 
the art will appreciate that other bases can be used. For example, address 
amending program 482 can derive the mentioned variable data element in another 
appropriate manner. Address amending program 482 can use any process that 
provides subsequently different values for generating subsequently different address 
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supplements. The different values should be unique, although this is not necessary 
and it is sufficient if the probability of an occurrence of identical address supplements 
is not high. For example, address amending program 482 can generate address 
supplements using a random number or pseudo-random number generator, an 
5 incremented pointer to a cyclic table of sufficient length, or a hash function. 

Although the above-described illustrative examples referred to cases where 
the address supplements are used for identification purposes or to ensure that client 
programs receive up-to-date documents, other uses are possible, depending on the 
specific desires and requirements. Also, it is possible to combine the identification 

10 feature and updating feature, e.g. by constructing address supplements with an 
identification part and a variable part. 

Fig. 8 depicts a flow diagram 800 illustrating exemplary steps for outputting 
documents from a server computer system in accordance with an embodiment 
consistent with methods, systems, and articles of manufacture consistent with the 

15 present invention. First, the document providing program provides a document, for 
example from secondary storage, to the address amending program (step P22). 
Then, the address amending program determines whether a network address is 
contained in the provided document (step P23). 

If the address amending program determines that the document contains a 

20 network address in step P23, then the address amending program determines 
whether the network address meets a predetermined condition (step P24). The 
predetermined condition can be, for example, one of the predetermined conditions 
described above. If the address amending program determines that the network 
address meets the predetermined condition in step P24, then the address amending 

25 program generates an address supplement and amends the network address with 
the address supplement (step P25). The address amending program generates the 
address supplement according to one of the above mentioned possibilities. 

If the address amending program determines in step P24 that the network 
address does not meet the predetermined condition or after the address amending 

30 program amends the network address in step P25, then the address amending 
program determines whether the document contains a further network address (step 
P27). If the address amending program determines in step P27 that the document 
contains a further network address, then the address amending program returns to 
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step P24 to determine whether the network address meets a predetermined 
condition. 

If the address amending program determines in step P23 that the document 
does not contain a network address or in step P27 that the document does not 

5 contain a further network address, then the address amending program outputs the 
document, possibly with amended addresses (step P26). 

Fig. 9 depicts a flow diagram 900 illustrating exemplary steps for outputting 
documents from a server computer system in accordance with another embodiment 
consistent with methods, systems, and articles of manufacture consistent with the 

10 present invention. In the illustrated embodiment, the server computer system is 
arranged to compose and output documents from document elements stored on the 
server computer system. First, the document providing program determines which 
document elements are to be included in the document to be output and provides the 
document elements to the address amending program (step P31). 

15 Then, the address amending program determines whether a network address 

exists among the document elements (step P32). If the address amending program 
determines that a network address exists among the document elements in step 
P32, then the address amending program determines whether the network address 
meets a predetermined condition (step P33). Examples of such predetermined 

20 conditions are discussed above. 

If the address amending component determines that the network address 
does meets a predetermined condition in step P33, then the address amending 
component generates an address supplement and amends the network address with 
the address supplement (step P34). 

25 After the address amending component amends the network address in step 

P34 or if the address amending component determines that the network address 
does not meet the predetermined condition in step P33, then the address amending 
component determines whether there is a further network addresses among the 
document elements (step P35). If there is not a further network address in step P35, 

30 then the address amending program returns to step P33 to determine whether the 
further network address meets a predetermined condition. 

If the address amending program determines that there is a network address 
in step P32 or if the address amending program determines that there is not a further 
network address in step P35, then the address amending program composes the 
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document for output including the document elements (step P36). The address 
amending program composes the document by, for example, sequentially combining 
the document elements into a single document. Composing documents from 
document elements is known in the art and is not described in more detail herein. 
5 Then, the address amending program outputs the composed document (step 

P37). 

As mentioned above, it is possible that the server computer system outputs 
documents without having received outside requests for documents, for example 
from a client computer system. The server computer system, however, typically 

10 provides documents in response to its receipt of outside requests. Fig. 10 depicts a 
flow diagram 1000 illustrating exemplary steps for processing requests and 
outputting documents as a response in a session-based system in accordance with 
an embodiment consistent with methods, systems, and articles of manufacture 
consistent with the present invention. First, the session begins (step P41). The 

15 beginning of the session can be initiated in a suitable manner, for example, by a user 
explicitly logging on to the server computer system, or by an implicit logon based on 
a first request containing some form of user/client identification. 

Then, the document providing program determines whether a request for a 
document has been received (step P42). If the document providing program 

20 determines that a request has been received in step P42, then the address 
amending program determines whether a network address in the requested 
document is an amended address (step P43). An amended address is a network 
address that has been amended with an address supplement as generated in 
accordance with methods, systems, and articles of manufacture consistent with the 

25 present invention. If the address amending program determines that the network 
address is an amended address in step P43, then the address amending program 
removes the address supplement from the amended address, in order to derive the 
underlying network address (step P44). 

If the address amending program determines that the network address is not 

30 an amended address in step P43 or after the address supplement is removed in step 
P44, then the address amending program determines whether the network address 
is a valid network address (step P45). The validity of a network address will depend 
on the specific situation and network, and can be determined, for example, on the 
basis of the format of the network address, or on the basis of its contents. For 
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example, if a network address identifies a specific server computer system, but then 
does not identify any documents that the server computer system is capable of 
providing, then such a network address may be considered an invalid address by the 
address amending program. 

5 If the address amending program determines that the network address is an 

invalid network address in step P45, then the request for a document is rejected 
(step P46). The rejection can comprise, for example, the address amending 
program sending a rejection message to the user that sent the request, where the 
rejection message may or may not contain an error indication, or alternatively a 

10 rejection of the request can also consist of the address amending program 
discarding the request, which means that no response is issued to the user. 

If the address amending program determines that the network address is a 
valid address in step P45, then the address amending program amends the network 
address, in a manner as described above, and outputs the document (step P47). 

15 If no document request is received by the document providing program in step 

P42, or after the request is rejected in step P46, or after the document is output in 
step P47, then the server computer system determines whether the session has 
ended (step P48). One of skill in the art will appreciate that the server computer 
system can make this determination in any suitable manner, such as receiving a 

20 request from the user to logout from the server computer system. 

If the session has not ended in step P48, then the document providing 
program determines whether a request for a document is received in step P42. If the 
session has ended in step P48, then the server computer system ends the session 
(step P49). 

25 Fig. 11a, 11b, and 11c depict flow diagrams 1100, 1110, and 1120, 

respectively, illustrating various embodiments comprising steps for amending 
addresses with address elements, such as in step P25 of Fig. 8 and in step P34 of 
Fig. 9. 

Referring to Fig. 11a, first, the address amending program generates the 
30 address supplement (step P51). This has been explained above, and can, for 
example, comprise deriving an address supplement from a counter value or a timer 
value. Then, the address amending program inserts the address supplement into 
the network address (step P52). This process will be explained in more detail below 
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with reference to Figs. 6a-6h. Then, the address amending program replaces the 
network address in the document with the amended address (step P53). 

With respect to the process 1100 depicts in Fig. 11a, step P51 can be 
omitted, namely in the specific case where the address supplement is a constant, as 

5 for example described above in the example where the address supplement is an 
identifier of the server computer system performing the amendment. 

In Fig. 11b, the address amending program determines an address 
supplement based on a counter value, as described above. First, the address 
amending program reads a counter value (step 510). Then, the address amending 

10 program calculates an address supplement based on the counter value (step P51 1 ). 
The address amending program then inserts the address supplement into the 
network address (step P52). Then, the address amending program replaces the 
network address in the document with the amended address (step P53). 

In Fig. 11c, the address amending program determines an address 

15 supplement based on a timer value, such as a value of the server computer system 
internal clock timer, as described above. First, the address amending program reads 
a timer value, for example, from the server computer system internal clock timer 
(step P512). Then, the address amending program calculates a time dependent 
increment from the timer value, as described above (step P513). The address 

20 amending program then inserts the address supplement into the network address 
(step P52). Then, the address amending program replaces the network address in 
the document with the amended address (step P53). 

Figs. 2a to 2h are now be referred to, in order to explain various illustrative 
examples of amending a network address with an address supplement. Fig. 2a 

25 shows a schematic representation of a network address, where the network address 
comprises a first part 61 that identifies a server computer system, and a second part 
62 that identifies a specific document to be provided by the server computer system 
identified in the first part 61 . 

The address amending program can amend the network address in any 

30 suitable or desired manner. For example, as shown in Fig. 2b, the address 
amending program can convert the first part 61 into an amended first part 61*, where 
the address amending program generates the amended first part 61* by amending 
the first part 61 of the network address with the address supplement. An alternative 
is shown in Fig. 2c, in which case, the address amending program converts the 
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second part 62 of the network address into an amended second part 62* by 
amending the second part 62 with the address supplement. Although not shown, the 
address amending program can also generate an amended address by amending 
both the first part 61 and the second part 62. 

5 As mentioned above, although it is possible to amend the first part 61 that 

identifies a specific server computer system, this leads to the necessity of updating 
routers in the network, such that the amended addresses can be handled by the 
routers. Thus, by amending the second part 62 and not the first part 61 , the network 
routing process is not influenced. 

10 Also, for the purpose of simplicity, the address amending program can 

perform the amending of the network address by inserting or adding an appropriate 
data element to the network address. As shown e.g. in Fig. 2d, the address 
amending program inserts the address supplement 63, as a data element, between 
the first part 61 and the second part 62. In other words, the first part 61 remains 

15 unchanged, and the part following the part 61, which would conventionally be 
regarded as the identifier of a specific document on the server computer system 
identified in first part 61, becomes a "new" part consisting of the original second part 
62 and the address supplement 63. Further, the address amending program can 
add the address supplement 63 at the end of the second part 62, as shown in Fig. 

20 2e. Also, arbitrary configurations can be chosen for generating a part that follows 
the first part 61 , where Fig. 2f shows an example, in which the address amending 
program divides the original second part 62 into a first element 62_a and a second 
element 62_b, where these two elements are separated by the address supplement 
63. Fig. 2g shows a case where the address amending program separates the 

25 address supplement into two parts 63_a and 63_b, respectively provided before and 
after the original second part 62. Fig. 2h shows a mixed case of Figs. 2f and 2g, in 
which the address amending program separates both the original second part 62 
and the address supplement into respective parts 63_a, 63_b and 62_a, 62_b. 

The configurations described in connection with Figs. 2a to 2h can be used in 

30 connection with any type or system of addressing. In the following, a few examples 
shall be given for the case where the network addresses are URLs. Referring to Fig. 
2d as an example, the address amending program can amend an original URL such 
as 
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http://www.example.com/destination.doc 



by inserting a data element consisting of a predetermined number of digits, e.g. 8 
digits, such as "abcd0345", in order to generate 

5 

http://www.example.com/abcd0345/destination.doc 

This is merely an illustrative example. The address supplement can be any arbitrary 
combination of characters or symbols, and can be a number, a string or a 
10 combination of a number and string. For example, when using a counter value or a 
timer value as a basis, the address supplement will typically be a number. Also, the 
address supplement can have more or less than 8 digits. Furthermore, the address 
jlj supplements can have a variable length. 

Q The address supplements can have a predetermined format, such as a 

jjj 15 starting delimiting symbol and an ending delimiting symbol, such that the beginning 
JJJ; and end of an address supplement can be determined by a server computer system. 
CP For example, one convention that is used is that the address supplement is added 

M after the first slash (7") to follow the "<protocol>://"-indication in a URL, and that the 

& \ 

address supplement ends at the next slash. In this way, the address supplement 
20 replaces the first subdirectory indication in a URL. As a consequence, a server 
2 computer system can identify a network supplement (and thereby an amended 

address) by first determining whether the indication following the first slash is a valid 

directory, and if not, extracting the expression between the two slashes, to thereby 

generate a normal URL, e.g. a conventional network address. 
25 In addition, if a URL contains an application name, e.g. a servlet name that 

follows the domain indicator, such as 

http://www.example.com/servlet_name/directory_1/destination.doc 

30 it is possible to insert the address supplement behind the application indicator, such 
as 

http://www.example.com/servlet_name/6353745/directory_1/destination.doc 
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where "635374" indicates an address supplement in this example. Therefore, the 
address supplement again replaces the first subdirectory indication. 

In an alternative in connection with URLs, the address amending program 
adds the data element having a predetermined format and structure at the end of 
each URL, as shown in Fig. 2e. Accordingly, a server computer system is then able 
to check if there is a data element after the last indication (the file indicator, e.g. 
"destination.doc" in the example above) in a received address, and if so, extracts this 
predetermined structure and possibly processes it further, e.g. for identification 
purposes. It is to be understood that mixed concepts, such as those shown in Fig. 2f 
to 2h, are equally applicable for URLs. 

Now an embodiment in accordance with methods, systems, and articles of 
manufacture consistent with the present invention shall be explained with respect to 
Figs. 12a-12c, where the routine shown in Figs. 12a-12c constitutes a specific 
example of the routines shown in Figs. 8, 10, 11a-11c, for the specific case of a web 
server arranged to provide web pages. In the example, the web pages are prepared 
in any known web page format, such as SGML (Standard Generalized Markup 
Language), the HyperText Markup Language (HTML), or the extensible Markup 
Language (XML). The network addresses are URLs. The routine starts with the 
beginning of a session (step P801). Then, the document providing program 
determines whether a page request has been received (step P802). A page request 
is a message containing an URL identifying the server computer system. In other 
words, it is for example a URL like the one shown above. If the document providing 
program determines that a page request has been received in step P802, then the 
address amending program determines whether a network address in the requested 
page contains an address supplement (step P803). If the address amending 
program determines that the network address contains an address supplement in 
step P803, then the address amending program removes the address supplement 
from the network address and derives the original URL (step P804). 

After the address amending program derives the original URL in step P804 or 
determines that the page does not contain an address supplement in step P803, 
then the address amending program determines whether the URL is a valid network 
address for the server computer system (step P805). In other words, the address 
amending program determines whether the URL has a valid format, and whether it 
identifies a document that the server computer system is arranged to output. If the 
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address amending program determines that the URL is not a valid network address 
in step P805, then the address amending program outputs a response to the 
requestor with a rejection message (step P806). 

If the address amending program determines that the URL is a valid network 
5 address in step P805, then the document providing program retrieves the web page 
identified by the URL, for example, from secondary storage (step P807). Then, the 
address amending program determines whether the retrieved web page contains a 
URL (step P808). 

If the address amending program determines that the retrieved web page 
10 contains a URL in step P808, then the address amending program determines 
whether the URL contained in the retrieved web page identifies a web page 
belonging to a group of web pages that should be kept up to date (step P809). If the 
P URL belongs to this group, then the address amending program reads a timer value 
5 (step P811), then calculates a time dependent increment (step P812), then inserts 
yi 15 the time dependent increment into the URL as an address supplement (step P813), 
and replaces the URL in the retrieved page with the amended address (step P814). 
If the address amending program determines that the URL does not belong to 
L the group in step P809, or after the address amending program replaces the URL in 
[jj the retrieved web page in step P814, then the address amending program 
*fl 20 determines whether there is a further URL in the retrieved web page (step P810). 
2 If the address amending program determines that there is a further URL, then 

the address amending program returns to step P809. If the address amending 
program determines that there is not a further URL in step P810 or that the retrieved 
page does not contain a URL in step P808, then the address amending program 
25 outputs the (possibly amended) web page (step P815). 

If the address amending program determines that a page request has not 
been received in step P802 or has responded with a rejection message in step P806 
or has output the web page in step P815, then the server computer system 
determines whether the session is to be ended (step P816). If the session is not to 
30 be ended in step P816, then the document providing program determines whether a 
page request is received in step P802. If the session is to be ended in step P816, 
then the server computer system ends the session (step P817). 

The foregoing description of an implementation of the invention has been 
presented for purposes of illustration and description. It is not exhaustive and does 
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not limit the invention to the precise form disclosed. Modifications and variations are 
possible in light of the above teachings or may be acquired from practicing the 
invention. For example, the described implementation includes software but the 
present implementation may be implemented as a combination of hardware and 
software or hardware alone. The invention may be implemented with both object- 
oriented and non-object-oriented programming systems. The scope of the invention 
is defined by the claims and their equivalents. 
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